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Abstract—In digital circuit design, sequential components, e.g.,
flip-flops, are used to synchronize signal propagations using
a global clock signal. With this design style, logic blocks are
isolated by flip-flop stages, so that timing constraints can be
addressed between pairs of flip-flops. Accordingly, the minimum
clock period is determined by the maximum combinational
delay between flip-flops. This design style reduces design efforts
significantly. However, the timing performance of digital circuits
might be affected negatively because sequential components can
only delay signal propagations instead of accelerating them.
In addition, the assumption that all combinational paths work
within a single clock period indicates that the netlist carries all
the design information, which makes ICs vulnerable to counterfeiting. In this paper, we demonstrate two techniques to break
the confines of the traditional timing paradigm: VirtualSync and
TimingCamouflage. With these techniques, circuit performance
can be pushed even beyond the limit of the traditional timing
paradigm and the netlist security can be enhanced.

I. I NTRODUCTION
In traditional digital circuits, logic design and timing verification are separated. This design style is made possible by
using sequential components, e.g., flip-flops, to block signal
propagations along logic gates that actually process data.
Consequently, logic blocks are isolated by flip-flops, so that
timing verification is only needed between all pairs of flipflops. This fully synchronous design style reduces design
efforts significantly. However, it potentially leads to timing
performance degradation. On one hand, sequential components
such as flip-flops have clock-to-q delays, which become a part
of the delays of combinational paths driven by the corresponding flip-flops. They also force signals to arrive setup time
before the active clock edge, which consumes a further part of
the timing budget from critical paths. On the other hand, delay
compensation between consecutive flip-flop stages cannot be
achieved because flip-flops block signal propagations instead
of allowing them to pass through.
Figure 1 illustrates the scenarios where the timing performance in the traditional paradigm is restricted by the barriers
of flip-flops. In Fig. 1(a), the circuit achieves a minimum clock
period of 21 units. To reduce the clock period, logic gates can
be sized to achieve smaller delays, so that signal propagations
on the critical paths of the circuits can be accelerated. Fig. 1(b)
shows the circuit after gate sizing with a smaller minimum
clock period of 16 units. Retiming can be deployed to reduce
the clock period further by moving F3 in Fig. 1(b) leftwards.
Fig. 1(c) shows the circuit after retiming, whose functionality
is the same as that in Fig. 1(b). The minimum clock period in
Fig. 1(c) is 11 units, already the limit of timing performance
in the traditional timing paradigm.
If the confines of the traditional timing paradigm are broken
by removing the barriers of flip-flops, the timing performance

can be pushed further. Fig. 1(d) illustrates this concept, where
F6 is removed from Fig. 1(c). If correct data is latched by F3
and F4 by guaranteeing that the signal from F2 reaches F3
and F4 after T and before 2T , the functionality of the circuit
is still maintained. The largest path delay is 16. Together
with the setup time of 1 unit, the minimum clock period
can be reduced further to (16+1)/2=8.5, 22.7% lower than the
optimum performance in the traditional single-period clock
paradigm.
The technique of allowing signals to span across flip-flop
stages without a flip-flop blocking them can automatically
balance timing slacks between successive flip-flop stages.
Therefore, it alleviates the effect of process variations and
aging, which are two factors affecting the IC design flow
significantly. To counter process variations, previous methods
such as post-silicon tuning [1], [2], [3], [4], [5], [6], [7] are
deployed to tune circuits after manufacturing with respect to
the effect of process variations. The technique to boost circuit
performance until timing errors occur has been explored in
the Razor method [8], [9], [10], [11]. In addition, the interdependency between setup and hold time has been considered
to exploit the performance potential of flip-flops [12], [13],
[14], [15]. To evaluate aging effects such as Negative Bias
Temperature Instability (NBTI), Hot Carrier Injection (HCI),
etc, timing models for aging analysis have been proposed [16],
[17], [18], [19]. Among these methods, the AgeGate model
[20], [21], [22] can be integrated into standard timing signoff
flows directly [23]. The methods above dealing with process
variations and aging incur additional overhead in circuit area,
design and analysis complexity. This overhead can be reduced
by removing the barriers of flip-flops.
The traditional timing paradigm also increases the security
risk for digital circuits. In this paradigm, all combinational
paths between pairs of flip-flops work within one clock period,
indicating that the netlist carries all the design information.
Therefore, attackers can reconstruct the original netlist to
counterfeit chips with the recognized netlist from reverse
engineering.
In this paper, we will discuss two techniques that break
the confines of the traditional timing paradigm to improve the
timing performance of digital circuits and to enhance circuit
security against counterfeiting.
II. V IRUTAL S YNC T IMING M ODEL
A. Sequential and Combinational Components as Delay Units
To achieve multiple waves on combinational paths, all
sequential components, e.g., flip-flops, are firstly removed
from the circuit under optimization. Consequently, signals
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Fig. 2: Properties of delay units. (a) Linear delaying effect of
a combinational delay unit. (b) Constant delaying effect of a
flip-flop. (c) Piecewise delaying effect of a latch.
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Fig. 3: Concept of relative timing references. Clock period
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Fig. 1: Timing optimization methods. Delays of logic gates are
shown on the gates. The clock-to-q delay (tcq ), setup time (tsu )
and hold time (th ) of a flip-flop are 3, 1 and 1, respectively.
(a) Original circuit. (b) Sized circuit. (c) Circuit after retiming.
(d) Circuit after optimization using VirtualSync.

piecewise delaying effect, as shown in Fig. 2(c). The output gap of two input signals after passing through a nontransparent latch is reduced to zero. The output gap remains
unchanged after a transparent latch is passed through. However, if the fast signals pass through a non-transparent latch
and the slow signals pass through the latch when it is in
transparency, the output gap takes a value between the two
extreme values, as shown in Fig. 2(c). This property is very
flexible to block signal propagations along critical paths where
fast signals need to be delayed and slow signals should not be
affected.
B. Relative Timing References

across fast paths may arrive at flip-flops earlier than specified,
leading to a loss of logic synchronization. Furthermore, a combinational loop must have a sequential component to guarantee
logic synchronization after signals travel across it many times.
Therefore, we need to delay the signal propagation on fast
paths and combinational loops. To achieve this signal blocking,
combinational gates such as buffers, flip-flops, and latches can
be used as delay units. Fig. 2 illustrates the different delay
characteristics of the three types of components, where input
gap refers to the difference of arrival times of two signals at a
delay unit, and output gap represents the difference between
their arrival times after they pass through the unit.
In Fig. 2(a), a combinational delay unit such as a buffer
has a linear delaying effect, indicating that there is no change
in the absolute gap between arrival times of signals through
short and long paths after passing through a buffer.
A flip-flop, as a sequential delay unit, has a different
behavior, as shown in Fig. 2(b). No matter when two signals
arrive at the input of a flip-flop, the departure time after passing
through a flip-flop is the same. These characteristics are very
useful to block signals on short paths when the delays of
short and long paths are very different after all sequential
components are removed.
Another sequential delay unit, a level-sensitive latch, has

After removing sequential components from a circuit, signals may arrive at boundary flip-flops in incorrect clock cycles.
To guarantee that the number of clock cycles along any
path does not change after optimization, we introduce relative
timing references.
The concept of relative timing references can be explained
in Fig. 3, where the boundary flip-flops include F1 and F4 and
the flip-flops F2 and F3 in the middle are removed initially
for optimization. To guarantee the correct function of F4, the
latest arrival time sz for stable signals at the input of F4 should
be tsu before the rising clock edge at F4 and the earliest
arrival time s0z should be larger than th to make F4 latch data
correctly. These constraints can be expressed as follows
sz + tsu ≤ T
(1)
s0z ≥ th .
(2)
The clock period T in (1) indicates that the signal should
arrive at F4 within one clock period. Accordingly, (1)-(2) are
defined according to the reference of the rising clock edge
at the original F3. Similarly, the timing constraint at F3 in
the original circuit is defined according to the reference of
the rising clock edge at F2. At the boundary flip-flops, this
definition still holds. The locations of the removed flip-flops
such as F2 and F3 are called anchor points. After removing
all sequential components from the circuit under optimization,

these anchor points still provide relative timing information for
boundary flip-flops. In VirtualSync, T is subtracted from the
arrival time of signal when the signal passes an anchor point.
When a signal finally arrives at a boundary flip-flop along a
combinational path, its arrival time must have been converted
by subtracting the number of flip-flops multiplied by T on the
same path in the original circuit, so that (1)-(2) still hold.
C. Synchronizing Logic Waves by Delay Units
After removing all sequential components from the circuit
under optimization, signals that are so fast that they reach
boundary flip-flops too early need to be slowed down with
delay units. Those signals traveling along the critical paths
require no additional delay. The relative timing references,
provided by the anchor points, guarantee that the number of
clock cycles along any path is maintained after optimization.
The objective of the optimization is to find the locations of
delay units to make the circuit work at a given clock period T
while reducing the area cost. Since it is not straightforward to
determine the locations of delay units, we formulate this task
as an ILP problem and solve it with a heuristic method.
D. Iterative Relaxation in VirtualSync
To apply the timing model above, we introduce a framework
to identify the locations of delay units in an iterative way. In
each iteration, necessary locations of sequential delay units are
refined gradually. In the first step of the framework, we identify
the locations at which sequential delay units are indispensable
by emulating the delay effects of sequential delay units as
virtual gaps. To refine the locations obtained from the first
step, we incorporate clock/data-to-q delays of sequential delay
units in the model. The last step is to legalize the timing of
sequential delay units. To reduce the area overhead, buffers are
allowed to be replaced with sequential delay units. A detailed
description of this framework can be found in [24].
III. T IMING C AMOUFLAGE AGAINST C OUNTERFEITING
In the traditional timing paradigm, all combinational paths
work within one clock period. Within this paradigm, designers
only need to focus on logic design without having to worry
about the timing interference between different clock stages.
Consequently, the functionality of a circuit depends only on
its structure, a netlist thus carries all necessary design information. For instance, Fig. 4(a) shows a part of a digital circuit
with three flip-flops F1, F2 and F3. If attackers can identify
the types of combinational logic gates and their connection
with F1, F2 and F3 through reverse engineering, they can
reconstruct the netlist and then process it using a standard
IC design flow. They can even revise and optimize the circuit
freely. Thereafter, the design can be manufactured illegally,
posing a big threat to IC vendors since the cost to develop a
modern IC is extremely high.
To improve circuit security against counterfeiting, we invalidate the assumption that the netlist carries all design
information by introducing wave-pipelining paths [25]. For
example, the flip-flop in the middle in Fig. 4(a) can be removed
to construct the circuit in Fig. 4(b) [26]. There are now two
logic waves propagating along the combinational path from F1
to F3 simultaneously. If the second wave does not affect the
propagation of the first wave, the two waves are then latched
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Fig. 4: Traditional timing and wave-pipelining. (a) Traditional
clocking with single period. (b) Pipelining with two data
waves.

by F3 correctly, so that the functionality of the circuit is still
maintained.
Facing the camouflaged circuit with introduced wavepipelining paths, attackers are forced to identify how many
logic waves propagate simultaneously on the combinational
paths between F1 and F3 even after the netlist is extracted
through reverse engineering. If only one logic wave is assumed
and the netlist is processed with a standard EDA flow, the
reconstructed circuit does not function correctly because the
data at the input of F3 is latched in incorrect clock cycles
compared with the original circuit. To determine whether there
are two data waves along combinational paths, timing information has to be extracted with additional effort. Accordingly,
the functionality of the circuit depends on both its structure
and the timing information of combinational paths.
A. Wave-Pipelining Construction
In constructing wave-pipelining paths to camouflage a circuit, the functionality of the circuit should be maintained.
More precisely, the delay of wave-pipelining paths should be
greater than T . Otherwise, data will be latched by flip-flops
earlier than specified. The delays of these paths should also be
less than 2T to guarantee that data is latched in correct clock
cycles. The intuitive idea is to remove some flip-flops from the
given circuit directly. For example, Fig. 5(a) illustrates this
scenario, where ffi is removed to construct wave-pipelining
paths. However, the direct removal of flip-flops is not viable
because on the left and right sides of ffi , there are many short
paths whose delays are very small. If we remove ffi , these
short paths will be connected together and their delays cannot
satisfy the timing constraints of wave-pipelining paths.
To deal with the challenges from constructing wavepipelining paths, we duplicate combinational logic in the
original circuits, as shown in Fig. 5(b). We denote the flip-flop
at which the wave-pipelining paths terminate as a WP flip-flop.
To reduce the resource usage, on the right side of ffi , we only
duplicate combinational logic that drives WP flip-flops. Those
combinational logic gates that do not drive any flip-flop in the
original circuit are removed in Fig. 5(b). On the left side of ffi ,
we firstly duplicate all the combinational logic to guarantee the
same functionality with the original circuit. To reduce resource
usage, we try to connect the input pins in the duplicated circuit
with the original circuit. For example, if the input pin of the
AND gate in the duplicated circuit in Fig. 5(b) is connected
with that in the original circuit, the duplicated inverter can be
removed. To satisfy the timing constraints of wave-pipelining
paths, we apply gate sizing and buffer insertion to enlarge the
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delays of wave-pipelining paths. The task to construct wavepipelining paths is formulated as an ILP problem and details
can be found in [26].
B. Wave-Pipelining False Paths
Another challenge of the timing camouflage technique is
that attackers could deploy exhaustive testing to determine
whether the delays of combinational paths are greater than
T . To prevent combinational paths from being tested, we
introduce wave-pipelining false paths (WP false paths). The
constructed WP false paths cannot be triggered by any test
vectors. This concept can be explained using Fig. 6. After
removing the flip-flop in the middle, the left and right path of
it are connected to form a wave-pipelining path. If this wavepipelining path is considered to work within one clock period,
it is also a false path because signals switching at the beginning
of this path cannot reach the final flip-flop. For example, if
the signal v2 has the value ‘1’, it blocks signal propagation
at the OR gate. Similarly, if the signal v2 has the value ‘0’,
signal propagation is blocked at the AND gate. Consequently,
attackers cannot test the delay of this path directly. It is also
difficult to differentiate this path from an original false path
in the circuit, since this path becomes a false path and about
75% of the combinational paths in a digital circuit are already
false paths [27].
IV. C ONCLUSION
In this paper, we have presented two techniques to break the
confines of the traditional timing paradigm. With VirtualSync,
circuit performance can be pushed even beyond the limit of the
traditional timing paradigm. With timing camouflage, attackers
face challenges from exhaustive testing and differentiation
between wave-pipelining false paths and real false paths. These
methods demonstrate that there is still a great potential in
innovating the traditional timing paradigm for fast and secure
circuits.
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